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Payment + Data = Revenue

So why is everyone talking payments?
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How to Protect



The Behavior of  
a Good Shopper 
!

Login Identities: alex.matthey@gmail.com, 
alexander.matthey@adyen.com, 
alex@aswebb.net 
Number of Phone Numbers:  3 
Number of Devices: 2 tablets, 3 laptops, 2 
desktops, 2 phones 
Number of Countries Purchased From: 7 
Number of Distinct Credit Cards: 8 (2 exp.) 
Anomalies: Multiple declines and AVS 
mismatches due to international travel



More History, 
More Complexity 
!

Over time, both good users and 
fraudsters  bring more attributes to 
the table.  
!

Building a generic system to make 
sense of this benefits both.

Month 1 Month 2 Month 3 Month 4

Cards IP Addr. Emails Phone Devices



Linking Attributes

Payment Data Customer 
Data

Device Fingerprint

15 unique matching attributes



Dynamic link tree 
!

A dynamic, asynchronous transaction-linking 
system with to:  
!

1. Track of shoppers across identities, 
devices, and networks.  

!

2. Include additional data sources like fraud-
prevention systems. 

!

3. create robust visualizations for fraud-
agent and analyst deep-dives. 



Problem to Tackle: 
Compromised Card 
!

Background: A credit card has been 
compromised and released on a card 
dump online. 
!

Problem: Account Takeovers and 
Compromised Cards confuse linking logic. 
These are clearly 3+ separate entities. 
!

Takeaway: Significant data validation is 
needed so you can throw away bad assets.
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Determining Linking Quality

Transaction A

Transaction B Transaction C Transaction D

0.72 0.22 0.93



Frequency and 
Temporal 
Assessment 
!

Determining when an attribute is too 
common or old to be linkable 
!

Redis Velocity Checking: Determining when 
an attribute is a ‘shared asset’ is important, as 
the goal is to only use attributes unique to a 
single entity. 
!

Temporal Degradation: Most attributes 
have a lower threshold of confidence over 
time, such as with IP addresses and even 
physical addresses. 



Attribute Validation 
!

Poorly Formatted Data Can Be Very Damaging 
to Network Quality  
!

Normalization on all human-supplied fields: 
Implementation errors are  usually found 
immediately, however human errors in data 
supply occur sporadically and unpredictably. 
!

Quality Monitoring: Data isn’t inherently trusted. 
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Network-Wide Checks 
Shopper has fraud 

Chargeback On 
Network

Rules to Stop Fraud 
Some Example Rules

Velocity 
Number of Refusals in a 

given time period 

Consistency 
Number of Unique 

Login Identities for a 
Shopper



Payment Method 
Diversity 

Shopper has used 
guaranteed payments

Rules to Reduce Friction 
Some Example Rules

Loyalty 
Customer Has >1 year of 

good transactions 

Real-World Behavior 
Shopper Has Pin 

Verified POS 
Transaction



Key Takeaways

Normalization is Crucial 
Turning human-provided 

data into machine-readable 
data is the first step.

Confidence Scoring 
Determining when to trust an 
asset for linking is the most 
difficult part of transaction 

linking.

Re-Think the Rules 
Transaction linking networks 

allow for new ways of 
thinking of rule-building.



How to Accelerate
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Smart Issuer Logic
!

Issuing Banks perform in unpredictable ways. 
Smart Issuer Logic mitigates issues from: 
!

• Configuration Errors by Issuers 
• Issuers Not Opted Into Scheme Features 
• Delayed Implementation of Scheme 

Guidelines by Issuers 

!

All logic occurs prior to requests to the 
scheme, thus reducing retries and auth 
failures. 

Payment

Modified Payment  
Goes to Scheme

Logic Engine

Visa/MC/Amex

Authorized
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Smart Issuer Logic in Action  
BIN-Specific Auth-Rate Increase After Logic Changed in how CVC data is passed.  
When no CVC data is available, some BINs perform better when NULL is passed.  

Others perform better when the field is omitted entirely. 



Use different acquiring connections  
based on BINs to achieve optimal 
results due to: 

•Domestic/International Routing 
•Local Schemes 
•Issuer-Side Logic Bias 

Multiple-acquirer connections also 
provide for redundancy and the 
ability to perform A/B testing.

Intelligent  
Payment Routing 
Optimal traffic routing based on  
known BIN performance



Auth-Rate Before and After Dynamic
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Dynamic  
Card Validation
!

Implementation and Support of $0 
Card Validations is Inconsistent 
Globally. 
!

Dynamic Card Validation automatically 
decides the optimal card validation 
value for that BIN.
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Dynamic Card Validation 
Very Effective in Regions in Which $0 Validations are Generally Not Supported



Auth-Rate Uplift Based on Decline Reason

Acquirer Error

Invalid Amount

Issuer Unavailable

Refused

Not Supported

0% 2.5% 5% 7.5% 10%

Auto-Retries
Many refusal reasons are due to 
‘technical declines,’ usually due to an 
error on the Issuing Bank side.  
!

Auto-retries automatically retry/  
re-reroute technical refusals, achieving 
greater than a 9% save rate in some 
scenarios.  
!

Where the transaction appears as a 
single transaction to the merchant and 
is only charged for once. 



exploring optimization potential 
example: 2 Acquirers + ShopperInteraction



exploring optimization potential 
example: different countries + 3D secure



Payment + Data = Revenue

So why is everyone talking payments?



Q & A



Information 
!

Germany 
Hackescher Markt 4 
10178, Berlin 
!

!

The Netherlands 
Simon Carmiggeltstraat 6  
1011 DJ  Amsterdam 
Telephone: +31 20 240 1680 
!

www.adyen.com 
!
!
!
!

!

!

http://www.adyen.com

